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Considerations for the social implementation of SSRBA
— Secure and Safe Remote Biometric Authentication —

Toshiaki Saisho
Advanced IT Corporation

6-18-10 Okusawa, Setagaya-ku, Tokyo, 158-0083 Japan
E-mail: toshiaki.saisho@advanced-it.co.jp

Abstract The safety and security of cyber society is supported by reliable identity verification (remote authentication) of
users via the Internet. Aiming to realize more reliable identity verification in society, the author proposes a concept for safe and
secure remote biometric authentication (SSRBA) that utilizes users' biometric characteristics. SSRBA is a method that allows
the service system to verify the reliability of biometric matching results while performing biometric matching in the user's hands,
by using a template (biometric information) collected by a trusted third-party organization and a biometric matching device that
has been issued a certificate of evaluation results for functionality, performance, and security of the built-in biometric matching
by a trusted biometric matching device model evaluation organization. This paper concretizes and organizes the mechanism of
the SSRBA concept and considers the risks to both the service provider and the user. Based on this, we present a proposed internal
configuration for a biometric matcher, the core component of SSRBA, that can meet the functionality, performance, and security
requirements for the biometric matcher. Finally, we summarize the issues to be considered for the social implementation of
SSRBA.

Keywords Remote authentication, remote biometric authentication, biometric matcher, SSRBA, biometric template certificate,
biometric template hash certificate
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